A Brief History of Phreaking:


From the 1960’s through 1990s "blue boxing" was the practice whereby phone hackers (“phreaks”) would send dual-tone multi-frequency (DTMF) and non-standard frequency tones over the public switched telephone network (PSTN) in order to manipulate the network into performing tasks not available to the general public.  While the practice sometimes resulted with the hobbyist obtaining free long distance calls, this was not the primary objective: the phreak's goal was to learn about the network, and gain control over it.  


Phreaks used payphones to transmit the tones for purposes of anonymity, but more importantly because payphones utilized the publicly accessible portion of the audio band to transmit control tones between phone company switching equipment, a practice known as "in-band signaling."  Basically, this meant that the phone company’s switching tone signals used the same audio path as the telephone handset.

The tones used included the standard Touchtones numbered 0-9, * and #  found on all telephones today, and additional proprietary tones known as Multi-Frequency (MF) tones, which were an alternate set of dual-frequency tones corresponding to the numbers 0-9 and assigned by the telcos for internal switching use.  Other signaling tones were used in the Automated Coin Telephone System (ACTS) in order for the phone to notify the central office (CO) of the number and type of coins deposited into the phone to pay for long distance calls.   These tones were dubbed "red box" tones by the phreaking community. 


In blue boxing the phreaker would dial a local or toll-free number using the regular keypad (or back then, the dial) on the phone. While the phone was ringing he would send a 2600 Hz tone burst lasting about one second.  If the switching system accepted in-band signaling and received the tone correctly, it would then disconnect from the called number and drop the call onto a long-distance trunk used for proprietary phone system interconnect purposes and the caller wouldn’t be billed for the call.


From this point the caller would send a special sequence of tones which would be recognized by the switching system as instructions to route the call to its new destination.  The caller would first send a Key Pulse (KP) dual-tone of 1300 and 1500 Hz, followed by the number of the telephone he wanted to call using the MF tones corresponding to those digits (not standard DTMF tones), followed by the Start (ST) tone of 1500 and 1700 Hz.  (More complex inter-office operations known as “tandem stacking” were also possible, but are beyond the scope of this article.) 

These tone frequencies were originally secret, providing a sort of security through obscurity for the vulnerable in-band switching system.  However, they tones were revealed to the public when issues of the Bell System Technical Journal and Bell Laboratories Record listing them were discovered in university libraries in the 1960’s.  From then on the secret was out, and the practice of phreaking began to develop among electronics experimenters. (See Tables 1 and 2 for a listing of the MF tones and other control signal frequencies.)The story goes that the term “blue box” actually originated in 1971 when one early experimenter named Steve Wozniak (later to co-found Apple Computer) designed his own tone signaling device and the project case he used just happened to be blue!  The name stuck, and after being brought to the attention of the mainstream public in an October, 1971 Esquire magazine article (“Secrets of the Little Blue Box”) interest in building these devices grew exponentially.  


Due to mounting toll-fraud, the major telcos gradually phased in digital switching systems during the 1990’s.  The last “boxable” switch in the United States went offline at the Northern Telephone Company of Minnesota central office in Wawina Township, MN in June, 2006.  Digital switching systems now use a separate digital channel not accessible to the end user to accomplish call routing. The phone systems of some foreign nations, however, still rely on in-band signaling.

